D
aily, millions of people log onto their computers and connect to the Internet, an international social microcosm, where online communities are created, social networks thrive, business transactions occur, potential partners are found, and even sexual desires can be fulfilled (Wysocki, 1998) . Relationships that previously were established and sustained through face-to-face interactions now coexist with social technology that is creating a new genre of interpersonal relationships (Kraut et al., 1998) . These relationships have implications for counselors who work to support a variety of individuals, couples, and families.
Numerous marriage and family experts among the helping professionals have developed expertise with computer technology and capitalized on current Internet opportunities. Listservs, e-mail, videoconferencing, and distance learning (Wilson, Jencius, & Duncan, 1997) , to name a few prospects, have served to advance teaching and learning in counselor education. Dinkmeyer and Carlson (1983) brought to light the need for computer competencies in counselors even before the birth of the Internet. The evolution of marriage and family practice using Internet technology follows the development of the Internet tools. The first Internet tool was simple text transmission or e-mail. Myrick and Sabella (1995) described the use of e-mail for supervision of counseling and the potential extension of that use to clients. Humphreys, Winzelberg, and Klaw (2000) provided a description of how text-based chat rooms can be ethically used with clients on the Internet. Text-based groups can be extended to include graphical icons that pictorially represent clients or family members (Page et al., 2000) . Many practitioners reluctant to consider technologyenhanced practice do so on the grounds that they cannot see and hear the client using previously mentioned Internet tools. Personal computer desktop videoconferencing offers the family practitioner the opportunity to see the family and hear their responses in real time. Although videoconferencing has not been clearly researched with family situations, Baltimore, Jencius, and Iris (1999) used computer-based videoconferencing as an adjunct to supervision with counselors and supervisors in training.
ETHICS
Many professional associations and counseling divisions have begun to address using the Internet as a medium by which to practice. The first professional association to address Webcounseling was the National Board for Certified Counselors (NBCC). NBCC (1997) provided the Standards for the Ethical Practice of Webcounseling. These guidelines include reviewing pertinent legal codes for local, state, provincial, and national statutes as well as professional membership organizations. Practice suggestions also include that Webcounselors use encryption methods and inform clients how long session data is preserved. Webcounselors should address imposter concerns and obtain parent/guardian consent when working with minors by using appropriate release of information. Ethical Webcounseling includes carefully considering the extent of self-disclosure to clients. Webcounselors should also provide links to Web sites of all appropriate certification bodies and licensure boards. They should also provide the name of one counselor on call within the client's geographical region. Procedures should be in place for contacting the Webcounselor when off-line and disclosing at the onset of the relationship those problems deemed inappropriate for counseling over the Internet. Webcounselors should explain to clients the possibility of technology failure and the possibility of misunderstandings arising from lack of visual cues if no video is used.
Other associations have begun to address the concerns of Internet-based services, although not to the extent of the NBCC. The American Counseling Association (ACA) established standards for the use of communication and online counseling through its document, Ethical Standards for Internet Counseling (ACA, 1999) , which should be used in conjunction with the latest ACA code of ethics and standards of practice. In the 2000 revision of their code of ethics, the American Mental Health Counselors Association (AMHCA) included an Internet online counseling section (AMHCA, 2000) . It covers confidentiality, counselor identification, client identification, client waiver, electronic transfer of client information, and guidelines for establishing the online counseling relationship with plans and boundaries of competence. Finally, AMHCA addresses legal considerations, urging mental health counselors to confirm that their services are not prohibited or violate any state or local statutes, rules, ordinances, or codes. The American Psychological Association (1997) made this statement regarding ethics of delivery of services by telephone, teleconferencing, and Internet:
In those emerging areas in which generally recognized standards for preparatory training do not yet exist, psychologists nevertheless take reasonable steps to ensure the competence of their work and to protect patients, client, students, research participants, and others from harm.
The International Association for Marriage and Family Counselors (2001) , in the Draft One of proposed 2001 revisions, does not currently include statements specifically on cybercounseling. Section VIII urges members not to give specific advice to an individual through the media or other public venues, especially as there may be no provision for a comprehensive assessment or follow-up.
Overall, professional organizations through their ethical codes provide professional standards for competence. Counselors must have appropriate experience and training and would need technological competency for cybercounseling (Association for Counselor Education and Supervision, 1999; Jencius, 2000) . Unfortunately, although the need is present, no specific ethical standards exist for marriage and family cybercounseling at this time. Family counseling is an increasingly popular service, and established guidelines for the use of the Internet cannot happen too soon.
ADVANTAGES AND LIMITATIONS OF ONLINE COUNSELING
Without substantial research to support their claims, the counseling profession has been vociferous about the advantages and disadvantages of counseling online. Sussman (1998) pointed to the advantages that online counseling brings, including providing access to clients in remote geographical areas; the ready availability of specialists through the Internet, opening up more providers of service to families; the ability to time-shift the session to a convenient private part of the day; and the availability of services to those who cannot or will not walk into a counselor's office. Sussman (1998) included under disadvantages concerns about confidentiality. It is our ethical obligation to protect client confidentiality to the best of our professional ability. Technology has responded to the need for confidentiality of records with the inclusion of a process called encryption. If an e-mail file gets lost or sent to the wrong location, only a person with the correct key would be able to see the contents. This is arguably greater protection than what we afford our paper records. Other concerns for online counseling include handling emergencies, dealing with early termination, and how to handle hardware failures. Each one of these aforementioned limitations can be overcome through planning on the part of the online family counselor. Emergency contacts can be established in the client's local region where service agreements between counselor and regional referral can be established. Early termination is not easy to deal with in face-to-face situations. Standard practice of trying to contact the client through phone and mail could be used. Procedures can be provided to the client (telephone contact by counselor) for the occasion that there may be a hardware failure from the client or family counselor. Less resolvable limitations are the issues of deception on the client's part and the reliance that family counselors use on nonverbal expression of families. The potential for deception is possible in all types of counseling processes and is not immune in face-to-face settings. Getting client contact information and verifying the information through phone contact can deter such deception. Videoconferencing does help eliminate some of the clients' deceptive practice over the Internet, but truth is hard to judge given any method. Videoconferencing does assist the counselor in getting a visual picture of the client or family and does allow for some level of nonverbal analysis.
INTERNET TOOLS FOR ONLINE COUNSELORS
So what tools does the typical online family counselor use? When exploring the counseling sites available on the Internet, these were the types of services found.
E-Mail Consultation
E-mail is an asynchronous (time-shifted) text-based method for clients to state their concerns to a practitioner. E-mail is used by the cybercounselor as a primary method of providing service or as an augment to other forms of cybercounseling. As a stand-alone service, clients will e-mail their concerns to a cybercounselor and for a fee will get an e-mail response with suggestions for resources that the client 296 THE FAMILY JOURNAL: COUNSELING AND THERAPY FOR COUPLES AND FAMILIES / July 2001 can seek. King, Engi, and Poulos (1998) suggested that the asynchronous aspect of e-mail allows for the family member to select the time that is most appropriate for them to respond to statements of other family members. They also suggest that family members can delay a response until they have fully considered the meaning of the communication. Some counselors use e-mail with distant family members while meeting with others personally (King et al., 1998) . Oravec (2000) suggested that through e-mail, clients are creating narratives that help them see dimensions of their problems not previously accessible. One form of writing called programmed writing is easily adapted to fit the e-mail process. E-mail has been further used as a structured therapy program and to facilitate development of coping skills. E-mail is used by more than a third of all current behavioral health providers providing services on the Internet (Maheu & Gordon, 2000) .
Text-Based Chat Room
A text-based chat room is a synchronous text method for family clients to meet and type their concerns. It requires all participating members to be in the room at the same time. Chat rooms have been one of the most controversial tools on the Internet. This tool has typically been used as a platform for support groups (Oravec, 2000) . The popular press has brought to light many of the deceptions that occur between people who engage in rendezvous in an Internet chat room. The potential to deceive participants in a chat room is heightened because of the anonymity of text. Despite this potential to deceive, chat rooms can also allow for successful communication with all members of the family. This tool, similar to the telephone conference, is particularly helpful in bringing in a geographically distant family member (King et al., 1998) . Text-based chat rooms are used by 18% of all current behavioral health providers providing services on the Internet (Maheu & Gordon, 2000) .
Audio Conferencing
Audio conferencing is a synchronous (real-time) audio conversation delivered over the Internet. It is free or low cost and available at lower bandwidth (slower Internet connection speeds) than what is needed for videoconferencing. Sometimes known as Internet telephony, audio conferencing can be provided by such publicly available voice chat software as ExciteChat, 1 PalTalk, 2 or HearMe. 3 This type of software allows for clear Internet audio communication between two individuals or among a group or family. This tool would be similar to performing a conference call among all the participants. Although not used extensively with families, audio conferencing does open up geographical barriers and the opportunity for counseling to occur over greater distances. Some online therapy sites provide for audio conferencing when videoconferencing is not possible due to slower Internet connections. Audio teleconferencing is used by 5% of all current behavioral health providers providing services on the Internet (Maheu & Gordon, 2000) .
Videoconferencing
Many practitioners reluctant to consider technology-enhanced practice do so on the grounds that they cannot see and hear the client using previously mentioned Internet tools. Videoconferencing begins to remove those concerns. Successful installation of a desktop videoconferencing camera can be tricky, but computer operating systems are becoming more sophisticated in identifying new hardware and automatically setting it up for the user. Authorship regarding this tool and its use in the counseling field is limited because of the problems with ease of setup, clarity of transmission, and availability of appropriate subjects. These obstacles are being removed by better software, hardware, and availability of high-speed Internet access nationally. Some Internet counseling providers now offer computer-based videoconferencing. Software to support video conferencing includes NetMeeting 4 (free from Microsoft and integrated directly into their operating system) and commercially available CUSeeMe.
5 Baltimore et al. (1999) looked at relational differences between supervisor and supervisee using videoconferencing in a study containing a small number of subjects and found no significant difference in the quality of the supervisory relationship. Videoconferencing, similar to other online tools, could be used as an adjunct to family counseling or (as some online counselors use it) as the sole method of contact. Videoconferencing is used by only 2% of all current behavioral health providers providing services on the Internet (Maheu & Gordon, 2000) .
TYPOLOGY OF ONLINE PRACTITIONERS
In surveying the typology of online marriage and family counselors, the authors did an Internet search and were able to sort online practice into the groups defined as follows. The authors' mention of a particular site should not be interpreted as an endorsement of the practice or the site. One major point of clarification is that many marriage and family counselors have a presence on the Web (typically a Web site announcing their practice) but are not providing Internet-based services as those described earlier.
Individual Practice
A Web search for family or marriage counseling produced many sites constructed by marriage and family therapists in private practice simply announcing their services on the Internet. Many of the sites conformed to what is considered ethical practice announcements as one might see in a phone book or newspaper advertisement. These types of sites far outnumbered online therapy sites as a whole. Some of the individual practitioners were identified as providing counseling services using one of the technologies listed earlier. Most Jencius, Sager / COUNSELING IN CYBERSPACE 297 common was the use of e-mail on a fee-per-question basis. An example of such an individual online provider can be found at http://www.counselingweb.com.
Referral Agents
Services are available on the Internet that provide linkages from online consumer to family counselors. These services charge a membership fee to the therapist to become part of their referral group and/or to have a Web page presence on their site. They provide online referral to practitioners who may or may not provide counseling via the Internet. Two such services are http://www.counseling.com and http://www. 800therapist.com. Both provide consumers with information about counseling and regionally available therapists to work with their particular issue. These referral agents do not themselves provide family counseling but act as central listing for those counselors seeking an Internet presence.
Another type of referral agent, http://www.metanoia.org, focuses on evaluating the Web sites and advertised services of online counseling providers. Metanoia.org is a private nonprofit site developed by advocate Martha Ainsworth that provides guidance to consumers on how to choose an online therapist and what to expect from online therapy. Metanoia.org does not accept fees for service from therapists and does not consider the site to be an advertisement for online counseling. It requires that all participating counselors are certified psychotherapists (by license and degree), interact personally with mental health consumers via the Internet, and have an active Web site describing their services.
Collected Practice
A few sites are developing what are called collected practice sites. These are sites of more than one counselor who are collected under one discipline or problem area. These sites provide a wide range of services from e-mail responses to desktop videoconferencing with a counselor. The principle guiding the group online practice is that they can attract clients who are seeking resolution in a particular area of their life, such as marriage and family issues. A collected practice can have a greater presence on the Internet through the collection of multiple resources of the member therapists. An example of such a collected practice would be http://www. helphorizons.com. The site currently includes many of the functions of referral agents but will in the future develop into a site that acts as an interface for the counselor and the client. Helphorizons.com offers a virtual office for their practitioners that can provide support functions such as billing and scheduling of clients online. It is anticipated that more of these kinds of collected practices will arise on the Internet.
EMERGING QUALITIES OF ETHICAL ONLINE PRACTICE
From what we have seen of the Internet landscape, we can draw some conclusions about what constitutes safe and ethical practice online. Foremost in the online counselor's mind should be that the practice of Webcounseling is not considered sanctioned for liability insurance in the eyes of many insurance providers. Koocher and Morray (2000) recommended that counselors wishing to embark on a career in providing services to families over the Internet check with their malpractice insurance provider before proceeding. Insurance companies are reluctant to offer protection to counselors who are practicing using the Internet because the efficacy and safety of such practice has not yet been established. In addition, there is the issue of practicing marriage and family counseling in states where you are licensed to practice. If you can successfully navigate the legal obstacles, malpractice coverage for a rarely covered practice and licensure in the state where your families reside, then you have just begun the steps to ethical Internet practice.
Qualities that online services provide for the ethical provision of service include security, links to licensure boards, informed consent, consent forms for treatment, protection from self-harm, counselor credential checks, emergency contacts in local areas for consumers in emergency, and procedures in case of a technology failure. Baltimore (2000) suggested that privacy and security over the Internet are not ensured so that the use of encryption software should be standard in all online counseling practices. He also suggested for consumer protection that cybercounseling sites should have links to licensure boards and certification organizations.
Clear descriptions of what the family can expect and not expect out of therapy is also suggested (Oravec, 2000) . Consumer protection in the form of counselor credential checks is integrated into some of the referral agents and consolidated practice sites. Credential checks should be a policy that is provided by all online counselors. The expansive reach of the Internet raises concern over having emergency backup for clients who may be in communities hundreds of miles away from your local practice. Efforts should be made to provide a contact network for emergency cases in distant catchment areas. Providers of online services should provide, at the least, telephone backup should the Internet technology fail. All of these issues may hold Internet counseling services to higher safeguards than what we provide in our face-to-face practice. The gains produced by online therapy need to offset the obstacles before counselors will consider a practice using this new medium.
FUTURE ISSUES

Licensure/Regulation
How regions will approve the licensure of Internet-based practices has yet to be resolved. The current system in the United States of licensing as structured by the state of residence becomes obsolete with the Internet. Geographical borders for counseling practice mean nothing in cyberspace. Koocher and Morray (2000) surveyed state attorney generals to find that 45% claimed regulatory authority over mental health professionals who reside out of state and attempt to provide Internet services within their state. At the time of their study, another six states had legislation pending to enact such authority. Three states had enacted statutes that specifically addressed telehealth issues involving the practice of psychotherapy or counseling over the Internet.
The Internet can complicate the process of family therapy around the issue of licensure. The Internet provides a family therapist with the chance to have all family members who may be geographically scattered in the same room with each other. Should the process of licensure continue to develop around a state-by-state licensure model, the practice of Internet family counseling will become a regulator's nightmare. Is the practice solely the therapist's office where the Internet session is originating or does practice include all the multiple locations that the family may be residing in while making their Internet connection? Because the regulation of practice is guided by both the state of residence of the client and the counselor, the cybercounselor may need to be licensed in both states. Koocher and Morray (2000) indicated that a few states were beginning to see charges levied against practitioners for violating licensure laws by practicing across state lines via electronic means.
Endorsement
Most practitioners would like to be able to have a public endorsement of their competence to provide service. Accreditation boards do not endorse individual practice but training programs that produce marriage and family counselors. Being accredited generally means that counselors have gone through a curriculum, including internship experiences, that reflect content and skills required to be effective with families. The Council for Accreditation of Counseling and Related Education Programs (CACREP) endorses standards adopted by programs in counselor education, including a specialty in marriage and family therapy. The American Association of Marriage and Family Therapists provides certification of a counselor's training and internship in the marriage and family field. These accreditations/certifications fall short of endorsing a counselor's effectiveness in that all they can do is endorse the training program the counselor completed.
Megasites such as helphorizons.com could seek the endorsement from accrediting bodies and professional associations as a means to demonstrate that they are operating within current best practices. Professional associations such as the American Counseling Association and its division related to marriage and family counseling, the International Association for Marriage and Family Counselors, may soon be in the difficult position of choosing whether they wish to turn down endorsement fees from Internet ventures who are seeking the association's seal of approval on their site. At stake is a large potential revenue source for professional associations and accrediting bodies. The question remains whether accrediting bodies will be willing to endorse a line of practice that lacks considerable research. A likely first step is the formation of curricular and practice guidelines by the association with which they can evaluate the Internet provider. Those guidelines can then be used to evaluate sites seeking some form of certification.
Standards of practice for evaluating Internet practice and cyberpractitioners in marriage and family (or even general counseling practice) do not exist. The profession is beginning to create practitioner-focused technology competencies (Association for Counselor Education and Supervision, 1999; Jencius, 2000) and the development of site-based standards (ACA, 1999; NBCC, 1997) . Still yet to be developed are competencies that counselors consider essential for the practice of online therapy. The problem cycles back on itself when one considers the question, "How do you develop practice guidelines for a form of practice delivery that has little or no substantive research?"
Research
Seeking to elevate Internet practice to a sanctioned method of delivery, Internet businesses will be leading the call for research. As part of the association's agreement for certification/endorsement, Internet counseling practices may open their files to researchers to refine what works and what does not work with counseling over the Internet. The scholars involved may see this as grounded theory research on the delivery of marriage and family counseling services over the Internet. The Internet business sees this line of research as product development. The better the product they can develop, the greater customer satisfaction and the greater likelihood of revenue.
The lead author recently organized a gathering of research-practitioners interested in the infusion of technology into the counseling field for the Research Center in Educational Technology conference at Kent State University. The conference was established to look at the development of a research topology for the use of technology in counseling. Emerging from the 2 days of small group discussion were the Jencius, Sager / COUNSELING IN CYBERSPACE 299 following six general categories where the research questions fall in the use of technology in counseling: (a) teaching pedagogy, (b) practice, (c) supervision, (d) counseling research, (e) licensure, and (f) social context. These broad areas of categories will be further refined by the interest group and discussed in future publications; however, they begin a line of scholarly inquiry that may begin to answer some of the pressing questions.
Marriage and family therapy strategies further muddy the research waters by introducing the multiple elements that one finds in families. How does one do reliable outcome research on family groups on the Internet when families are so highly contextual in nature? In this way, cybercounseling does not really change the fundamental research questions we have with families; it just complicates the question by the electronic method of delivery of services.
Specialized Practice
The Internet has developed as a gathering point for people of similar interests. Following the parallel of Internet interest groups, practitioners will begin to form alliances around specialized areas of practice. Although the isolated individual practitioner of family therapy over the Internet will continue to exist, the added responsibility of Web development and technology skills may be more successful in a larger group practice. Group practices focusing on marriage and family counseling, common in the real world, will form in the virtual world for the same advantages such alliances provide. Cost of establishing and maintaining a Web site can be astronomical for an individual practitioner but can easier be absorbed by a larger group.
Forming online practice groups provides the individual practitioner with shared overhead and the possibility of attracting greater numbers of clientele at a reduced cost. Hardware resources can be shared effectively with larger groups because not all marriage therapists in the group will require the use of the computer or videoconferencing room at the same time. Larger groups could more easily afford technical support for hardware and delivery of services. Larger family practices use a technology subcontractor who purchases, implements, trains, and maintains the computer equipment for the Internet side of the practice. Family therapists in the group could schedule one of the videoconferencing rooms when necessary to couunsel an Internet-based family.
CONCLUSIONS
Marriage and family counseling using the Internet as a medium is a practice that has found its time and its generation. Historically, changes in counseling practice methods have come with great discussion and concern for the quality of the counseling provided. The reluctance of acceptance of new technologies is nothing new to counseling professionals. Our objections to technology have historically included the use of audiotape, videotape, and telephone counseling along with other now accepted practices in the field of counseling (Wilson et al., 1997) . The Internet provides us with tools that increasingly respond to our need to use the skills with which we have been trained as traditional family therapists. The rate of change concerning what can be done using technology is tremendous. Fifteen years ago, we could not envision what the Internet was capable of doing. Seven years ago, we could not envision the use of live videoconferencing across the Internet. Many obstacles that exist now will most likely be challenged by next year. Our professional challenge is to try to be proactive when it comes to establishing online counseling guidelines.
Online counseling practices may be our profession's response to a clientele that is seeing relationships with a digital vision (Jencius, 2000) . This is admittedly different from counselor education training in face-to-face therapists. Are Internet-developed counseling relationships genuine? They will not appear genuine if viewed through lenses biased toward only face-to-face relationships. Technology is changing the way in which families view relationships. Many of the families we hope to work with see the value in a medium that we are still exploring.
NOTES
